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Preface

This document describes the configurations required for SAML2.0 integration between the
Octopus Authenticator and CyberArk PasswordVault Servers

Environment

The integration environment that was used in this document is based on the following
software versions:

e Octopus Authentication Server — Version 4.6.4 and above

e CyberArk PasswordVault — Version 11.3 and above

Octopus Authenticator SAML2.0 Service Configuration

Login to Octopus Authenticator Console
Select Services from the left pane
Select Add Service

Click Generic SAML service template

Tab-1: General Information

The following field and values are displayed

MANAGEMENT CONS(

m Settings INSTALLED SERVICES ~ ADD SERVICE

U]
6 CyberhrkPesswordVault o
VBERARK

GENERALINFO ~ PARAMETERS ~ SIGNON  USERS

Service is enabled o
Cyberark Passwordvault
Cyberark Software CYBERARK
Cyberark Password Vault SAlL, authentication https://oct. doubleoctopus.com/genericsaml/3/logir (&
Vi
SAVE

Fields name Fields Value

Service name CyberArk PasswordVault
Issuer CyberArk
Description
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Service status Enable
Display icon Octopus Authentication for CyberArk Web Service
Login page URL https://<Enterprise Base URL>/generic-saml/<No.>/login

Tab-2: Parameters

The following field and values are displayed

OCTOPUS ¢ L—Q Services

MAMAGEMENT CONSOLE

5 systemSettings INSTALLED SERVICES ADD SERVICE

@3 MansgeUsers e =
CyberArk PasswordVault Delete
& CYBERARK' o

GENERAL INFO PARAMETERS SIGN ON USERS

Parameters

Service Parameters

TRUE

o s
0CToPUS

Field name Field value

Octopus Login method for Octopus Authenticator server:

Authenticator Email

Login

Name ID CyberArk login user name: Alias 2

Method SSO binding method <GET or POST>: GET

Assertion CyberArk PasswordVault Access Restriction BaseURL:

Consumer https://components.cyberark.local/PasswordVault/api/auth/saml/logon
Service (ACS)

URL

Audience PasswordVault
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Passthrough True
Name ID

+ Add Optional
parameter

Next — click on: “+ Add parameter”

+ ADD PARAMETER

Create new Parameter named samllssuer
At the Parameter Value choose “Free Text” from the Drop-down menu

And type the name of the saml issuer: “Octopus Authenticator” (in this case)

samllssuer Free Text - Octopus Authenticator

E

Click on Save when you done.

NOTE: Cyberark user name (e.g Alias 2) mean a user that was predefined in cyberark vault that
is allowed to access the PVWA.
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INSTALLED SERVICES

e CyberArk PasswoardVault
CYBERARK

GEMERAL INFO PARAMETERS SIGN ON DIRECTORIES

Parameters
Service Parameters -
Email -
alias 1 -
GET -

TRUE -

USERS & GROUPS

samllssuer Free Text - Octopus Authenticator

+ ADD PARAMETER

L —
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Tab-3: Sign On
The following fields and values are displayed

INSTALLED SERVICES

c CyberArk PasswordVault
CYBERARK

GEMERAL INFO PARAMETERS SICN ON DIRECTORIES USERS & GROLUIPS

Check Przsward » Single Sign-an (550) 9

us.com/generic-saml/13/logir SHA-1 -
https:f/oct.doubleoctopus.com/generic-saml/13/logo 2015-10-07 13:06 | SHA-1 | 1024-bit -
DOWNLOAD O REGENERATE

ttps://oct doubleoctopus.com/metadata/13/metada

CyberArk PasswordVault Account login with verification
code %p

Allow Acesss From Externsl Netwark ®

& SAML METADATA

Note: The SAML’s service X.509 Certificate and SAML2.0 Endpoint (HTTP) values are requierd
for the PasswordVault web file configuration.

Field name Field value

Multi Factor Authentication Off (default)

(MFA)

Single Sign On (SSO) Off (default)

Sign-on Method SAML 2.0

X.509 Certificate Fingerprint Certificate Fingerprint

X.509 Certificate Octopus Authenticator CyberArk service’s X.509 Certificate
X.509 Certificate Signature SHA-1 (default)

SAML signature algorithm SHA-1 (default)

Issuer URL https://<Enterprise base URL>/generic-saml/<No.>

SAML 2.0 Endpoint (HTTP) https://<Enterprise base URL>/generic-saml/<No.> login
SAML Logout URL https://oct.doubleoctopus.com/generic-saml/13/logout
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Custom message CyberArk authentication request with verification code %p

Note: Secret Double Octopus recommendation is to leave the default field values as displayed.
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Tab-4: Users

To configure the users of the service

0CToPUS ¢ [ sewies

e C(Click on “Add Directories and Users”

ooooooooan

e Select users either from “Local Users” or “LDAP Users” lists

e You can select either:
o A group of users to import, by clicking on the dot next to one of the folders
o Anindividual user to import, by clicking on the dot next to that user

The corresponding dot will then be colored blue. When you select only some of the users in
the group, the dot adjacent to the group will be colored partially.

Following save settings, the selected users will be enrolled in the service
e C(Click “Done”

® (Click on “Publish Changes”
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CyberArk PasswordVault 3'¢ Party IdP Setup

Step 1 — Modifying PasswordVault Web Configuration File

e Go to C:\inetpub\wwwroot\PasswordVault\
e Edit the saml.config file
o Below “<SAMLConfiguration>" line look for the the following keys”:
= ServiceProvider — change the Name to the name of your Audience which
you configured on step 2 at the parameters tab (in our case
“PasswordVault”)

M CILLE A I L AL LR e LR alIRE LR ] TAL L1 e i SLLE AL d L LT f

<ServiceProvider Hame="PasswordVanlt"

= ParEnerIden:ciinrc-)vid_er ch-ahge the Name to the name of your
samlissuer which you configured on step 2 at the parameters tab (in our
case “Octopus Authenticator”)

L . Ly Qe

<PartnerlIdentityProvider HName="0Octopus Anthenticator" =

- . —~ R ! |
= SingleSignOnServiceUrl change the URL to the url of your SAML2.0
Endpoint (HTTP) which you copied on step 3 at the sign-on tab (in our
case “https://oct.doubleoctopus.com/generic-saml/13/login”)

<PartnerTdentityProvider Name="Octopus Anthenticator" SingleSignOnServiceUrl="https://oct.donbleoctopus.com/generic—saml/13/login">

= Certificate paéte the Certificate to the url of your X.509 Certificate which
you copied on step 3 at the sign-on tab

509 Cortliass Sgiatise

X505 Certifiate

20181007 13061 SHA1 [ 10241t

=] oo

[ web corfig (5| [ sami config E3 | CyberAk Web Application log £
1 <?xml version="1.0"2>
2 [J<SAMLConfiguration xmlns="urn:componentspace:SAML:2.0:configuration"s
3 <ServiceProvider Name="PasswordVault" Description="PasswordVault Service Provider" />
4 =] <PartnerldentityProviders>

s M <ParcnerldentityProvider Name="Octopus Authenticator” SingleSignOnServiceUrl="https://oct.doubl .com/generic-saml/13/login">

6 O <PartnerCertificates>

7 <Certificate String=
"MIICEICC IBAGTJAL 0L411 1MADGCSqGS Th3DQEBBRUAMCIXID, N1Y371 Y29 tMBAXDTESH EzZN10KDTL3MTAXN EZN1owl: 1UE, JenV0ZG9
1¥mx XRINvAS 1 SEvdA
+yoN e = - _NVERMEBTADAQH

/MADGCSGGS Th3DQEEBQUAA4GEAGT J6N1womT tEB0+] TAL 9 F2bhmmTRDpo 7 AGMNQmg7UNDN 1T PXQh2F PYEXTsTigy HayT8TWC 5CASUTQESP+yD/ TGSUZXELIUAXTSGDO! ono
RITVEfWePYWACKO/K4QIYTCKL" />
</PartnerCertificates>
</PartnerIdentityProvider>
</PartnerldentityProviders>
</SEMLConfiguration>

e Save file’s changes

Octopus Authenticator CyberArk SAML Sign-On Prerequisites Details

To retrieve the Octopus Authenticator CyberArk SAML Sign-On’s details, please login to the
Octopus Authenticator Management Console:

e Select “Services” from the left pane
e Select CyberArk PasswordVault service
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e Refer the “Sign On” tab and retrieve the following values:
o X.509 Certificate — Click “View” and then “Copy” the certificate’s string
o Issuer URL — https://<Enterprise base URL>/generic-saml/<No.>
o SAML 2.0 Endpoint URL — https://<Enterprise base URL>/generic-
saml/<No.>/login

0CT0PUS

NSTALLED SERV

& SAML METADATA

31 SIEKRET
0CTOPUS

Step 2 — PasswordVault SAML Configuration

e From a browser, login to your CyberArk PasswordVault Administrator account

N

CYBER

Specify your cyberark Username | administrator
authentication details

Password |

signin
< Change authentication method

e From the Administration tab = System Configuration page = Select Options

8/23/2020 How to Configure Octopus Authenticator for Cyberark 10



Confidential

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

System Configuration

Comporent

Step 3 — Authentication Method Configuration

e Under PIM Suite Configuration left pane - Select Authentication Method category =
Select SAML (create new if samk doesn’t exist)

o Id: SAML

o DisplayName: Octopus Authentication

o Enabled: Yes

o MobileEnabled: No

o LogoffUrl: Octopus Authenticator CyberArk Sign-On SAML2.0 Endpoint SAML.

(e.g. http://<Enterprise base URL>/generic-saml/<No.>/login)
o UseVaultAuthentication: No
e Click ‘Apply’

Last sign in: 8/23/2020 Administrator v

[Happly [Hok  $2 cancel

Options « | Properties
Search. Go Name Value
2l =] Flle Display Columns . eld saml

=] Statistics | DisplayName Octopus Authenticator |
3 =] Chart Categories l P Yes ]

MobileEnabled No

| Logoriur ic-samli13/logout |
l UseVaultAuthentication No l
UseRacius No

UselLDAP No
SigninLabel
Help Notifications

AuthMethod
Defines an authentication method.

# =] Default Safe Atthorizations

# =] Dual Control
4 [=7] Ticketing Systems

. Export Apply OK Cancel

Step 4 — Access Restrictions Configuration

e Under PIM Suite Configuration left pane = Select Access Restrictions category = Right
click menu Add AllowedReferrer
o BaseUrl: Octopus Authenticator CyberArk Sign-On SAML2.0 Endpoint SAML.
(e.g. http://<Enterprise base URL>/generic-saml/<No.>/login)
o RegularExpression: No
e Click ‘Apply’

NOTE: in cases you will get “access denied” error you will need to add the enterprise URL to
the AllowedReferrer as base url:
BaseUrl: Octopus enterprise url. (e.g. http://<Enterprise base URL>)
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POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

FHavoly ok 52 cancel

Options “  Properties

& (=] Intemnal Fropemes

-~ BaseUrl 134
4 = LDAP Search L 3 togin |

=] Search Results.
@ [ Account Hame Pattern
1+ 5] Usage Name Pattern
@ [E] Account Descriptor Properties
@ (=] File Descriptor Properties.
@ (] File Display Columns
=] Statistics
&[] Chart Categories
=] Web Charts
& = Authentication Methods.
4 =] Default Safe Authorizations
@ =] Dual Control
& [£] Ticketing Systems
@ [£] Connection Components
@ [£] Privileged Session Management Ul
# 5] Privieged Session Management

3 =] Reports
3 =] Access Restriction

= B J2dd AlowedReferrer |
=] Logging wd
=] Caching 1 or website that can display PYWA inside 3 frame element

@ ] Configuration Re
=] Privileged Accol

@ [£] Applications UIF

5] Applications

& (=] Mobile Application

#.] Setun Confiauratior
un:mon uration aport

Octopus Authenticator CyberArk Service’s Parameters Setup

To complete the Octopus Authenticator CyeberArk PasswordVault SAML service integration,
please login to the Octopus Authenticator Management Console:

e Select “Services” from the left pane
e Select the CyberArk PasswordVault service
e Refer to “Parameters” tab:
o Set the “ACS URL” with the PasswordVault SAML authentication URL (e.g.
https://components.cyberark.local/PasswordVault/api/auth/saml/logon)
o Set the “Audience” with the PasswordVault value
e Click “Save Settings”
e Refer to “Users” tab and registered the users for CyberArk PasswordVault
authentication with Octopus Authenticator
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PasswordVault Login with Octopus Authenticator

Step 1 — PasswordVault Sign-in Page

° Privileged Account Security

--------

SIGN IN

Please choose an authentication method

Step 2 — CyberArk’s Octopus Authentication login page

<

usemame@curporate.com

Step 3 — Pending Octopus Authenticator mobile application approval

11196735

CHECK YOUR MOBILE AND COMPARE CODE

Back
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Step 4 — Octopus Authenticator mobile application’s authentication screen

0co00 012 Mobile ¥ 15:20 7% 79% W
2 Authentication
Cancel

CyberArk PasswordVault Account
login with verification code
11196755

g ©

APPROVE DENY

Step 4 — Successful CyberArk PasswordVault login

ACCOUNTS

ACCOUNTS Recently

Account Views
F:
O- Usemame » Address Safe Platform ID

Locked accounts

New accounts
Requests Views

My Requests (0)

Incoming Requests (0)
My Views

My Cart

File Views
Files

8/23/2020 How to Configure Octopus Authenticator for Cyberark 14



